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Inteserra

Ms. Marlene H. Dortch, FCC Secretary
Federal Communications Commission
9050 Junction Drive
Annapolis Junction, MD 20701

RE: Interface Security Systems, LLC - 499 Filer 10: 827355
EB Docket No. 06-36; CV 2018

Dear Ms. Dortch:

151 Southhall Lane, Ste 450
Maitland. FL 32751

P.O. Drawer 200
Winter Park, FL 32790-0200

www.inteserra.com

February 25, 2019
Via ECFS Filing

Attached for filing is the Calendar Year 2018 CPNI Compliance Certification and Statement of CPNI
Procedures and Compliance as required by 47 C.F.R. Section 64.2009 (e) submitted on behalf of the
Interface Security Systems, LLC.

Any questions you may have regarding this filing should be directed to my attention at 407-740-3031 or
via email toSthomas@inteserra.com. Thank you for your assistance in this matter.

Sincerely,

lsI Sharon Thomas

Sharon Thomas
Consultant

cc: Ray House -Interface (via Email)
tms: FCx1901
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ANNUAL 47 C.F.R. § 64.2009(e) OFFICER'S CERTIFICATION OF
CUSTOMER PROPRIETARY NETWORK INFORMATION (CPNI) COMPLIANCE

EB DOCKET 06-';{,

Annual 64.2009(e) CPNI Certification for:

~ame of Company covered by this certification:

Form 499 Filer ill

Name of Signatory:

Title of Signatory:

I, Matthew Stopa, certifY and state that:

Calendar Year 2018

Interface Security Systems, LLC

827355

Matthew ~tOC~

ChiefOperating OffIce-

1.

2.

J ..

4.

I am Chief Operating Officer for Interface, Security Systems, LLC ("Company") and,
acting as an agent ofthe Company, that I haveiersonal knowledge that the Company has
established operating procedures that are adequate to ensure comoliance with fut
Commission's CPNI rules See 47 C.F.R. §64.2001 et seq.

Attached to thi;> certification as Attachment A is an accompanying statement explaining
how the Company's procedures ens'ilre that the Company is in compliance with the
requirements (including those mandating the adoption of CPNI procedures, training,
recordkeeping. and supervisorv review) set forth in &64.2001 et sea. of the Commission's
rules.

The Company has not taken any actions (i.e., proceedings instituted or petitions filed by
the Company at either state commissions, the court system, or at the Commission against
data brokers) against data brokers in the past year.

The Company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI. .

The Company represents and warrants that the above certification is consistent with 47
C.F.R. §1.17 which requires truthful and accurate statements to the Commission. The
Company also acknowledges that false statements and misrepresentations to the
Commission are punishable under Title 18 of the U.S. Code and may subject it to
enforcement action.

Attachments: Accompanying Statement explaining CPNI procedures - Attachment A



Attachment A
Statement of CPNI Procedures and Compliance

Interface Security Systemt;, LL.....

Calendar Year 2018
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.\.NNUAL 47 C.F.R. ~ 64.2009(e) OFFICER'S CERTIFICATION OF
CUSTOMER PROPRIETARY NETWORK INFORMATION (CPNI) COMPLIANCE

ED DOCKET 06· ~

Interface Security Systems. LLC
Statement ofCPNI Procedures and Compliance (CY 2018)

Interface Security Systems, LLC ("ISS" or "Company") provides digital voice (VoIP) and broadbana

services to business and residential customers to enhance the Company's core business of IP-based

electronic security systems. Services are provided on a resale basis. ISS does not have access to, use or

permit access to CPNI for sales and marketing of any services outside of the total service approach as

specified in 47 CFR §64.2005. If the Company elects to use CPNI in a manner that does require customer

approval, it will follow the applicable rules set forth in 47 CFR Subpart D, including institution of
',. r

o~erational procedures to ensure that notification is provided 'and customer approval is obtained before

CPNI is used or disclosed.

ISS receives call detailffom its'underlying carriers by-customer account number. This information is used

only minimally for customer billing. as customer bills do not include call detail. Access to this

information is limited to select Company individuals who receive CPNI training annually, for accounts

payable purposes.

The Company utilizes the underlying carrier services of two separate providers and has internal processes

for working with both. For operations utilizing the underlying carrier services of one of the underlying

carrier providers, ISS employees do not have access to CPNI. If a customer requests access to their

proprietary network information they are first directed to the secure web portal or toolbar, which requires

the user name and password. If a customer encounters any issues trying to retrieve their' CDR (Call Detail

Records) they call in to the ISS Helpdesk. The ISS Helpdesk then connects the customer to the underlying

VOIP carrier's technical support department who will mail the customer-requested information to their

address of record. For operations utilizing the underlying carrier services of the second carrier, ISS

employees have access to CPNI through the underlying VOIP carrier's secure website. This access is

limited to the ISS Provisioning and Helpdesk teams and a select few Sales executives. Those ISS

employees with such access are trained annually on how to handle and secure CPNI. If a customer

requests information or details regarding their CDRs, ISS would first direct them to their web portal

which is secured and maintained by the underlying VOIP carrier. If a customer needs a copy of their

CDR, ISS does not discuss this matter by phone but mails the CDR to their address of record.



The Company's website includes a bill payment function. Customers cannot view CPNI via this website.

Customers enter the Company account number and then payment information. Invoice copies, invoice

details, call detail, or network configuration information is not av&ilable through this web portal.

For both residential and business customers. the Company's VoIP underlying carriers provide notification

to customers via U.S. mail and/or email to the customer's address (email) of record whenever client

information is changed. This includes changes of address or telephone number or other basic customer

account information.

Company employees with access to CPNI and call detail are trained regarding CPNI protection. Training

includes information on what CPNI is and on protection measures. Training refresher is provided on an

annual basis. Training includes disciplinary actions and procedufes in the event of unauthorized release of

CPNL

The Company does not have· any retail locations and therefore does not disclose CPNI at in-store

locations.

Requests for call detail records by law enforcement agencies are only granted if a subpoena is provided.

Procedures are in place to ensure that the U.S. Secret Service and FBI are notified of breaches ofCPNI in

accordance with the rules. Although the Company did not have any breaches of CPNI or call detail in

2018, the Company has procedures in place to maintain appropriate records in case of such an event in

accordance with FCC rules.

The Company has not taken any actions against data brokers in the last year.

The Company did not receive any customer complaints about the unauthorized release of CPNI or cali

records in calendar year 2018.

The Company has not developed any information with respect to the processes pretexters are using to

attempt to access CPNI or call records.


